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FOREWORD 
 

After careful consideration, Javelin Strategy & Research is making a change to this annual report of industry trends. Our 

clients, prospects, and the media have come to expect a report that focuses on the major events expected in the coming 

year. However, institutions and vendors can often find it challenging to fully develop an action plan in this relatively tight 

time frame. Therefore, we are enhancing the utility of this year’s report to focus on trends in digital banking and payments 

that can be expected to play out over the next five years. The report will of course draw proper attention to the trends 

expected in 2017, but our analysts are also looking as far ahead as 2021. We hope that you find this new approach more 

useful and interesting, and we look forward to discussing and exploring the implications with you, and others in your 

organization, in the days and years to come. 

 
Al Pascual 
Research Director 
Javelin Strategy & Research 

Snapshot of Future Trends for Digital Banking and Payments 



FUTURE TRENDS FOR DIGITAL BANKING AND PAYMENTS 

3 

javelinstrategy.com 
925.225.9100 

In what has become a classic story in the financial technology space, the start-ups that were born out of a professed 

desire to disrupt the banking industry have evolved to rely on and partner with incumbents for distribution, access to 

investment and loan capital, and scale. In areas as diverse as lending, investing, deposits, and merchant services, fintech 

companies have demonstrated value by innovating quickly and operating flexibly. Those are attractive features for 

bankers struggling to keep up with customers’ increasing expectations for their digital services. 

 
But the challenges of integration are always looming, with bankers facing issues like brand recognition and volatility and 

security experience of a potential partner, and determining issues like level of access granted. That’s why a handful of FIs 

have led the way in building APIs. As the industry moves into 2017 and beyond, consensus is building among forward-

thinking bankers for a change in the partnership model toward one based on positioning the bank as a platform on which 

a plethora of third-party services and customers are able to connect through an API. Javelin expects that the industry will 

see an explosion in the number of players involved and use cases explored. 

 

IMPLICATION: APIs will facilitate streamlined sharing of data, quick onboarding and 
integration of third-party services, and better customer experience 
 
APIs solve a wide range of issues, from streamlining internal processes and partnerships with third-party developers to 

allowing tech-savvy customers to design their own digital banking experience. Because APIs enable third parties to access 

bank processes and data by using open protocols, they provide the ultimate flexibility to personalize the experience. This 

trend has the potential to revolutionize the distribution model for fintech companies and provide a source of revenue and 

cost savings for forward-thinking banks. 

 
Until now, much of the API development has been through internal applications and limited, highly controlled third-party 

relationships. Banks and fintech providers have just scratched the surface with regard to how APIs can be used to 

responsibly open up access to data and processes that will ultimately make life easier for fintech companies and bankers 

alike. APIs have the potential to revolutionize the distribution model for fintech companies, enabling banks to serve as a 

platform for distribution of innovative digital services that will ultimately result in happier customers and more efficient 

processes. Now the challenge for banks has become one of determining key use cases and strategic partners with which 

to target the largest areas of opportunity. 

 

APIs WILL ACCELERATE FINANCIAL SERVICES INNOVATION 
Target date: 2017 

By Ian Benton, Analyst, Small Business Banking 
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RECOMMENDATIONS:  

 Bankers should begin determining what processes and data they might open up to make existing partnerships and 

internal processes more efficient. APIs are set to expand at other FIs in the near future — first through developer 

exchanges, events, and innovation labs, and next through open API products being made available to outside 

developers. For example, if a bank has small-business customers using a third-party accounting system that is screen-

scraping for data, that area looks to be ripe for an API, allowing for authentication without transferring identifying 

information about the business customer to the third party and reducing the burden on the bank’s servers. European 

banks will be required to offer these capabilities under the revised Directive on Payment Services (PSD2) in January 

2018.1 

 Explore “banking as a service,” similar to the way in which banks such as WebBank and Cross River Bank partner with 

online lenders today to allow the fintech company to use the bank’s regulatory position to offer higher interest rates 

across state lines. Because banks hold a privileged position with regulators and a trusted position with consumers, 

there is an opportunity to leverage that position and provide account and transaction services to fintech companies 

for which those services would be inefficient or wholly unavailable. 

Banks Are Accelerating Innovation by Opening APIs 

Selected Bank Usage of APIs 

BBVA Compass

• Began in 2015, including marquee rollout of API to P2P partner Dwolla

• Recently opened an alpha program to outside developers in payments, accounts, and cards

Silicon Valley Bank

• Acquihire of Standard Treasury in 2015

• Partnership with Stripe to launch Atlas to give tools to digital startups

CBW Bank

• Community bank in Kansas has made a whole host of banking services available

• Integrated into CBW digital banking platform and available on Yantra marketplace

Citibank

• Internal use to integrate systems and channels

• Citi Mobile Challenge to developers in authentication, balance inquiry, transaction history

Capital One

• DevExchange developed over past three years

• Three API products: SwiftID (2FA), rewards, credit offers

Source: Javelin Strategy & Research, 2016 

1 http://www.out-law.com/en/articles/2015/december/new-payment-services-directive-will-come-into-force-in-january-2018/, accessed August 10, 2016  
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Partnerships between banks and fintech are not new, but they have recently surfaced as a major industry trend. What’s 

different this time around is the surge in the number of competent start-ups and software vendors on the scene, and 

banks are having trouble keeping up. Ultimately it’s all about what’s best serving the bank customer. Fintech providers 

and other nonbanks have certainly raised consumer expectations, forcing banks to acquire or join forces with these 

market entrants. Examples include BBVA’s landmark purchase of the start-up digital bank Simple, TD Bank’s partnership 

with Moven for digital money management capabilities in Canada, and a variety of bank partnerships with alternative 

lenders. This has extended into the wealth management space as well with Wells Fargo’s recent partnership 

announcement with SigFig. 

 

IMPLICATION: Banks that fail to partner will lose out on opportunities to tackle 
operational efficiencies and offer customers the most innovative services 
 
The clear opportunity for a win-win scenario is inspiring these moves. The start-ups and later-stage fintech companies are 

in search of revenue streams and alternative distribution channels. Banks have become friends, not foes, as they work 

toward increasing their client base and growing revenue. Financial institutions are in need of additional and well-

integrated features and solutions that will allow them to more effectively compete and focus on the financial well-being of 

their customers. Most large banks have taken steps toward innovation with the creation of labs, venture arms, 

accelerators, and more. Partnerships should be a key part of this formula, or a derivative of the innovation process. 

Ultimately, what matters is the bank’s ability to commercialize, integrate, and augment the user experience. These efforts 

must tie back to the customer and the overall banking relationship. 

 

RECOMMENDATIONS:  

BANKS WILL DIVERSIFY THEIR OFFERINGS AND KEEP UP WITH THE PACE OF 
INNOVATION BY PARTNERING WITH STRATEGIC FINTECH PLAYERS  

Target date: 2017 
By Jacob Jegher, Senior Vice President, Banking and Head of Strategy  

Planning For Successful Partnerships Between Banks And Fintech 

Source: Javelin Strategy & Research, 2016  
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 Assess which services are already being delivered most efficiently by an outside player, and consider various 

partnership options to deliver those products — focusing on the following interrelated areas: 

 Financial Fitness and Money Management: The next generation of money management solutions are on their 

way and have thankfully evolved from classic PFM budgeting and categorization tools. Banks have the 

opportunity to leverage these solutions and integrate them with online and mobile banking.  

 Personal Assistants: Banks should determine how personal assistants, chatbots, AI, and other tools/

technologies could augment the user experience. These tools can assist or frustrate the consumer, and banks 

will need to determine how this fits into an overall customer service strategy. 

 Data and Analytics: Banks have access to a mountain of consumer data, and there are tremendous 

opportunities to use this data to benefit the consumer.  This is an industry hot button as the CFPB has recently 

launched an inquiry into an ongoing battle between banks and fintech firms in the context of data usage and 

aggregation. Banks need to find innovative ways to solve for the aggregation challenge and strike a balance — 

they must securely leverage the data while easing the consumer’s access and experience. 

 FIs should be prepared to navigate several key issues and challenges when developing fintech partnerships: 

 Customer demand: The first step in making a partnership determination should be in assessing what products 

and services consumers are using heavily outside the bank that could be integrated and complement the overall 

banking relationship. This might involve surveying and interviewing customers, and in general keeping tabs on 

fintech firms that are gaining ground by providing more efficient ways for consumers to manage their finances. 

 Brand: While many fintech companies initially focused on building a customer base around a brand, and a few 

have established value around that brand, many now offer white-label products that allow the bank to maintain 

control over the customer relationship without an intermediary. For banks, control over brand is critical. Some 

might find value in a dual-branded partnership with a company that is viewed as highly trusted and innovative in 

an industry in which the bank has little experience.  

 Security: Because they are ultimately responsible for customer data, banks must assess the information security 

capabilities and experience of potential vendors, many of whom might be lax in testing for vulnerabilities in their 

product development cycle. Recent publications from the OCC and FFIEC indicate a move toward standardizing 

bank analysis of the risk profile and cybersecurity maturity of potential partners. 

 Level of integration: Ultimately, banks will begin integrating partners through APIs, allowing partner fintech 

companies to develop products and services off the bank’s internal processes and customer data. Some banks 

will restructure themselves as platforms onto which a plethora of services can attach. From an operational 

perspective, APIs may offer the ability to avoid long integration processes, while still enjoying the benefits of 

partnering with fintech firms. 
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The mobile channel can facilitate nearly any type of consumer payment, often with greater convenience than before. This 

has attracted a growing legion of dedicated users, yet wherever legitimate payments begin to flourish fraud is soon to 

follow — and mobile payments are no exception. With criminals’ aptitude for digital-oriented fraud rising and pressure in 

other channels forcing them to find new targets, mobile payments will experience a rise in fraud that most stakeholders 

are simply unprepared for.  

 
Mobile payments are a veritable drop in the bucket compared with payments in more traditional channels, but the 

volume of mobile retail payments is nothing to scoff at. While U.S. consumer payments are a massive figure at $4 trillion, 

mobile retail payments will still exceed $220 billion in 2017 — a value with more than enough zeros to attract the 

attention of fraudsters in search of a payday. This is in addition to the billions of dollars in transactions conducted through 

mobile P2P payments, which are expected to converge with other forms of mobile payments as part of the same mobile 

apps, creating even higher profile targets for criminals.1,2 

 
Securing the enrollment and use of mobile payment apps will be critical to managing the risk of mobile payments fraud. 

Unfortunately, criminals’ methods and skills are evolving more quickly than the controls that are being put in place to 

protect mobile payments and underlying accounts. In fact, numerous vulnerabilities in mobile payment apps remain 

unaddressed, making them easy targets for fraudsters who have honed their skills.3 Here are two current examples: 

 Mobile wallets where the ID&V process remains dependent on the same weak forms of authentication responsible 

for early Apple Pay fraud incidents. 

 Mobile P2P apps where the time differential between a recipient being notified of a payment and the account 

actually receiving that payment is being misused to defraud victims of goods and services.4  

 
Mobile technology is even making check fraud an attractive proposition again for fraudsters, especially those seeking 

alternative counterfeiting payment cards in a post-EMV market. For many criminals, mobile remote deposit capture 

presents a low-risk opportunity to return to a fraud that they have already mastered.  

 

IMPLICATION: Rising mobile payments fraud will turn key stakeholders against FIs 
 
As mobile payments fraud becomes more common, FIs run the risk of being caught flat-footed and even making matters 

worse through their response, leading to unwanted attention from regulators and consumers. More specifically, 

unaddressed vulnerabilities in existing mobile payment products will draw the ire of regulators who will scrutinize new 

MOBILE PAYMENTS FRAUD BECOMES PAINFUL 
Target date: 2017 

By Al Pascual, Senior Vice President, Research Director and Head of Fraud & Security  

1 P2P Payments in 2015, Javelin Strategy & Research, December 2015 
2 2016 Mobile Proximity Payment Forecast, Javelin Strategy & Research, November 2016 
3 Mobile Wallet Fraud Mitigation, February 2016, Javelin Strategy & Research 
4 http://www.travelandleisure.com/travel-tips/mobile-apps/venmo-more-check-than-cash?xid=soc_socialflow_facebook_tl, accessed November 30, 2016 

http://www.travelandleisure.com/travel-tips/mobile-apps/venmo-more-check-than-cash?xid=soc_socialflow_facebook_tl
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high-profile failings on the part of FIs. Undoubtedly, as fraudsters take over accounts using compromised credentials, 

many FIs will respond with tighter controls. This in turn will contribute to an increase in false-positive declines during 

mobile retail transactions, along with less generous funds availability policies for mobile remote deposit capture and 

mobile P2P transactions, which will negatively affect the user experience. 

 

RECOMMENDATIONS: 

 FIs should assess their mobile security readiness against the FFIEC’s Mobile Financial Services guidance.5  

 Strengthen authentication in mobile banking and payments by eliminating passwords and knowledge-based 

authentication. 

 Engage customers by educating them on mobile threats and by offering alerts that empower them to detect mobile 

payments fraud quickly. 

Mobile Retail Payments Will Exceed a Combined $220 Billion in 2017 

Source: Javelin Strategy & Research, 2016 

5 https://www.ffiec.gov/press/PDF/FFIEC_booklet_Appendix_E_Mobile_Financial_Services.PDF, accessed November 30, 2016 

https://www.ffiec.gov/press/PDF/FFIEC_booklet_Appendix_E_Mobile_Financial_Services.PDF
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Digital banking fails whenever customers must reach for paper, pencil, and calculator. Worse, it happens all too commonly 

in the course of tackling basic chores such as paying a bill or moving money — especially for customers who live paycheck 

to paycheck, in a near constant state of financial anxiety. Banks, credit unions, digital banking vendors, and fintech players 

will focus on solving the complexities of cash-flow projection to stand apart from rivals in digital banking.  

  

IMPLICATION: Pressure from mobile-first consumers will force the industry to 
respond 
 
Catering to the demands of leading FIs, digital banking vendors such as MX, D3 Banking, and Digital Insight will develop 

more reliable cash-flow projections, drawing on the power of aggregated transactions to hone reliability and open APIs 

that simplify integration. This will lead to the replacement of the common measure of “available balance” with cash-flow 

projections. To maximize utility, these FIs will even enable customers to tailor projections on dates they choose, whether 

they be the next day or the bill-due date. 

 
Laggards in turn will find that a lack of cash-flow projections will alienate mobile-first consumers, who will lose patience 

when basic banking transactions get bogged down for lack of a reliable cash estimate. Consumers who cannot confidently 

predict cash flow will limit mobile transactions and bill payments that could put them in jeopardy of going into overdraft 

before payday. This will inhibit their willingness to adopt digital banking and turn off paper. 

 

RECOMMENDATIONS: 

 Give cash-flow projection prominent, relevant placement. Javelin’s Online Banking Scorecard rewards banks and 

credit unions that give cash-flow features prominent position in places where customers aim to tackle chores quickly 

and confidently, notably the accounts summary “view and do” dashboard and relevant tabs for bill payments and 

money movement.1 Other features include projections that factor in scheduled bill payments, pending deposits and 

credits the bank knows about but has not yet processed, payments by check, visual representations of available cash, 

and adjustable time frames.  

 Pressure vendors to make gamification meaningful. There will be a proliferation of calendars, graphic indicators, and 

adjustable tools with an eye on mobile-first design and simplicity. They risk being perceived as eye candy if they fail to 

solve a problem, simplify a chore, provide relevant insight, boost financial confidence, or indicate steps toward 

financial well-being.  

CASH-FLOW PROJECTIONS WILL BECOME A MUST-HAVE FOR  
DIGITAL BANKING  

Target date: 2018 
By Mark Schwanhausser, Director of Omnichannel Financial Services 

James Wilson, Research Specialist 

1 2016 Online Banking Scorecard, Javelin Strategy & Research, November 2016  
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 Build a brand around managing money. Banks and credit unions no longer can stand out by promoting the 

convenience of digital banking. But opportunities abound for FIs to demonstrate how they enable customers to 

monitor and manage their money. Spotlight cash-flow projection as a feature that can turn financial anxiety into 

confidence.  

The Majority of Banks Fail to Offer Features to Improve Cash-Flow Projections 

Percent of FIs Offering Features on Account Summary or Bill Payment Tab  

Source: Javelin Strategy & Research, 2016 
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For many years, cable television was the sole provider of in-home entertainment for most Americans. With the arrival of 

streaming services such as Netflix and Hulu, consumers permanently shifted their viewing habits to the convenience of on-

demand content and began to view their local cable provider as simply an access point to the Internet — a conduit of data. 

 
Technology giants and fintech startups alike are beginning to deliver innovative voice-enabled “assistants” that threaten to 

ultimately do the same with banking institutions. These voice-based apps and interfaces provide consumers with simple, 

intuitive ways of getting information from their bank — even when they are not talking directly to their bank. Artificial 

intelligence combined with account data aggregation enables these personal voice assistants to replace traditional online 

and mobile banking interfaces with natural language interactions that may not require a direct connection with the 

consumer’s bank. 

 
While this battle for voice control of consumers’ banking interactions is just getting started, the fight for control of 

consumers’ banking data — the aggregated lifeblood of every third-party banking app — has been raging for years 

between banks and fintech providers. The CFPB escalated the conflict recently with a proposal supporting the belief that 

“consumers should be able to use their financial records and account information and securely share access” to them 

through the Internet. Continued open access to retail banking account data is imperative to the development of 

independent, third-party intelligent voice assistants. 

 

IMPLICATION: Voice-enabled personal assistants provide a radically different and 
more enjoyable way for consumers to simplify their daily account management tasks, 
if banks get it right 
 
The benefits of voice control are increasingly obvious to a consumer base already comfortable talking to their 

smartphones to complete tasks like sending text messages, finding directions, or checking the weather. More than half of 

all mobile bankers today say that they would be interested in using voice commands if they were available today. Nearly a 

third of seniors are interested in voice control, with a majority reporting that they would find it faster than navigating 

multiple menus in a mobile banking app.  

 

One of the biggest advantages that intelligent voice assistants have over traditional online and mobile banking is their 

ability to handle multistep transactions through a single, simple request. Telling a voice assistant to “Pay GEICO $245 on 

Wednesday” potentially saves a mobile banking user as many as five steps, even with the best banking apps. When the 

BANKS TAKE THE LEAD IN VOICE TO AVOID BECOMING  
THE DUMB PIPES OF PERSONAL FINANCE  

Target date: 2019 
By Emmett Higdon, Director of Mobile 
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assistant goes on to remind the user that his projected balance on Wednesday will only be $210, and suggests transferring 

$100 from savings to cover the bill payment, the consumer will wonder why his bank has never made such suggestions. 

 
The start of a recognizable shift from mobile and online banking to voice-driven, cross-channel interactions like this is still 

years away. USAA and Ally Bank recognized the early customer interest and potential benefits of voice assistants, and 

rolled out voice interfaces in 2013 and 2015, respectively. Just last year, Capital One became the first financial institution 

to bring account management tasks to Amazon’s personal assistant, Alexa.  

 
However, with more than half of mobile banking users interested in using voice commands to simplify or expedite mobile 

banking — far more than were initially interested in either mobile wallets or smartwatches — banks must embrace this 

early interest by adding voice control to the next generation of mobile banking apps.  

 

RECOMMENDATIONS:  

 Learn from early voice adopters. Their lessons will help FIs prioritize additional investments and establish a road map 

for bringing seamless voice assistant functionality to other channels, especially automobiles. Voice will quickly 

establish itself as the preferred way to control all manner of devices as the Internet of Things begins to take hold in 

earnest. 

 Lead the way in voice banking to ensure your customers will follow. Banks waiting several years to be a fast follower 

in voice banking may find themselves chasing third-party providers in addition to their peer institutions. 

Consumers’ Interest in Voice Banking Runs High 

Likelihood to Use Voice Control for Mobile Banking 

Source: Javelin Strategy & Research, 2016 
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The traditional card networks have long dominated modern commerce, providing a safe and hassle-free shopping 

experience. They have blazed the trail for payment acceptance in new channels (online and mobile), new geographies 

(Europe, Asia), and even new merchants (Uber and Amazon). In the meantime, a set of alternative networks have been 

created as direct competition. 

 
Chase Pay was born in 2015 to provide cardholders and merchants with a cheaper, on-us transaction network for Chase 

cards. It is designed to save merchants millions on card fees while providing customers a better payment experience.  

 
In China, Alipay has become a payment network with over 450 million active users, serving digital and physical merchants. 

Its mobile focus has given it a dominant position in the world’s largest e-commerce market: China. As a next step, it is 

laying the foundation to build a global network, targeting 1 million merchants by 2019, through partnerships with 

companies such as United, Marriott, First Data, Stripe, and others. 

 
In India, Paytm has developed a digital payment network with over 100 million consumer accounts. Indians access Paytm 

through a mobile app to pay utility bills, buy movie tickets, ride the metro, and more. Its recent $500 million investment 

by Alipay’s parent company, Ant Financial, is being used to build out its merchant network. 

 

IMPLICATION: The new networks provide merchants with a guaranteed payment 
form, similar to the traditional networks, however at a much reduced cost  
 
The new networks are providing merchants with a payment form that works just like the card networks’, but at a lower 

cost. In Chase Pay’s case, it leverages almost the entire infrastructure built by the card networks, including the leased Visa 

Net. The allure of a cheaper and better payment process is resonating, as big merchants such as Wal-Mart, Starbucks, Best 

Buy, Shell, and more have signed up for Chase Pay. 

 
Many of the new networks have a focus on smartphones, tapping into the growth of mobile purchases. By aligning 

themselves to the digital world, they are harnessing the fastest-growing segment of commerce. As retailers roll out their 

mobile apps and build their e-commerce offerings, adding another payment acceptance brand such as Chase Pay is very 

easy to do. 

 
In fact, the aforementioned examples are not the only new networks being developed. Venmo, which processed $4.9 

billion in P2P payment volume in the third quarter of 2016,1 has tossed its hat into the ring. It has launched “Pay with 

Venmo” for mobile in-app payments, offering it at a fraction of the cost of accepting payment cards. 

 

THE NEW PAYMENT NETWORKS VS. THE WORLD  
(TRADITIONAL NETWORKS)  

Target date: 2019 
By Michael Moeser, Director of Payments 

1 http://www.americanbanker.com/news/bank-technology/why-venmos-p-to-p-recipe-remains-hard-for-banks-to-copy-1092242-1.html, accessed December 8, 2016 

http://www.americanbanker.com/news/bank-technology/why-venmos-p-to-p-recipe-remains-hard-for-banks-to-copy-1092242-1.html
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The result is that traditional networks will feel pressure. China and India are moving to become Alipay- and Paytm-

dominated markets, which could lock out the card networks as those markets move to electronic payments. In the U.S., 

where Chase is the largest card issuer and acquirer,2 the card networks will experience headwinds as merchants move 

volume to Chase Pay. Additionally, upstarts such as Venmo are tapping into the in-app payments market, further driving 

volume away from the card networks. 

 

RECOMMENDATIONS:  

 The card networks and their bank partners need to reinforce their value. This includes U.S. and international 

customers — both consumers and merchants. Part of this can be done by emphasizing mobile capabilities to existing 

and future e-commerce merchants who are often looking for powerful payment solutions that can help them deliver 

on customer experience. 

 For acquiring banks, ISOs, and processors, integrate new payment networks into payment gateways to better serve 

merchant clients. This is especially true of foreign networks, such as Alipay, as they move to U.S. shores. It will also be 

important for acquirers to advise their clients, with an unbiased view, on the benefits and challenges of working with 

a new payment network. 

 Build your own “Chase Pay,” if you can. For the select few banks that have both large card portfolios and merchant-

acquiring businesses, they should consider developing an on-us type network similar to Chase Pay. However, it is 

possible for a large acquirer to work with a bank or sets of banks to piece together an on-us network to compete with 

the traditional card networks.  

The New Networks Have Gained Scale in Customers Quickly to Threaten Traditional Players 

Accountholders in Millions 

Source: Javelin Strategy & Research, 2016 

2 https://www.jpmorganchase.com/corporate/investor-relations/pr/chasepay-announced.htm 

https://www.jpmorganchase.com/corporate/investor-relations/pr/chasepay-announced.htm
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The growth of connected devices, better known today as the Internet of Things (IoT), is accelerating at an unbelievable 

rate. By 2020 there will be more than 50 billion connected devices (6.6 per person on the planet), up from just under 23 

billion devices in 2016. The variety of devices and what they can do for us will become even more diverse. Probably the 

most important capability that these connected devices will deploy is making purchases on our behalf. This phenomenon 

of connected payment devices is quickly developing into the Internet of Payments, or IoP.  

 
We are already seeing deployment of IoP-enabled devices today from basic Amazon Dash Buttons to sophisticated 

Samsung washing machines that can order their own detergent when running low on supplies. While some of the devices 

(e.g., Amazon’s Alexa) will be actively instructed by humans, others will work in the background (e.g., a connected car 

ordering fuel to be delivered to it while you are at work). In the near future, we will see driverless cars navigate 

themselves to the dealership for maintenance, pay for the service and return home. Powering payments for these 

connected devices will be digital payment networks such as credit cards or ACH.  

 

IMPLICATION: Payment networks will need to evolve and use their token services 
 
As consumers add more devices that can make purchases, the payment infrastructure will need to evolve to keep up with 

the data and management capabilities necessary for IoP. Consumers and businesses will expect their payment provider, 

be it Visa, PayPal, Chase, Mastercard, or Alipay, to answer questions such as “Which device made a particular purchase?” 

The card networks’ tokenization services can address this issue by generating device-specific tokens to answer such 

questions. 

 
Not only will networks need to be able to connect purchases to particular devices, they will also need to be able to 

manage them. For example, how should the network respond to two devices attempting to make the same purchase? 

Should the merchant, the network, or the financial institution manage this step? Given the tokenization services offered 

by the networks, this is definitely an area of opportunity for them. 

 

THE RISE IN THE INTERNET OF PAYMENTS 
Target date: 2020 

By Michael Moeser, Director of Payments 
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RECOMMENDATIONS:  

 Payment networks and providers will need to develop new capabilities for the management of IoP. Just as banks 

and card networks have updated their services for recurring payments, they will need to leverage their tokenization 

services to help consumers in the evolving IoP landscape. The banks and networks will need to offer IoP device 

management that can leverage the token services they offer to identify individual devices, manage them, and report 

on their usage. The management services will need to evolve beyond simple conflict resolution (two devices 

attempting the same purchase), as well as provide the customer with a forecast of when devices may make a 

purchase and the ability to pause future purchases if a consumer desires. 

 Act sooner rather than later. In an era when connected device ownership is set to skyrocket, there is an opportunity 

for banks, card networks, and others to own the IoP. Since owning multiple connected IoP-enabled devices will 

become commonplace in the next two to three years, the organization that takes the lead in managing their 

connected payments will be able to reap the benefits of this IoP trend.  

There Will Be More Than 50 Billion Connected Devices By 2020 
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Source: U.S. Census, The Connectivist Using Cisco Data 
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FIs are understandably focused on mining customer data to cross-sell products and deliver an immediate return on 

investment, yet offers too often are poorly targeted and therefore put off customers who are weary of “the pitch.” 

Though bankers will continue to aim marketing with continued relevance, leading FIs will invest in online and mobile 

banking capabilities that will redefine personal banking and personal security. The pressure won’t come solely from 

banking rivals, however. It will come from the likes of Google, Apple, and Amazon, which are competing to win trust at the 

center of the consumer’s daily life with virtual assistants and voice-based concierge services.  

 

IMPLICATIONS: Personal finance features integrated into digital banking will grow 
more personal and valuable 
 
Both the technology and banking industries will play their respective roles in the personalization revolution. Tech 

companies will excite consumers with splashy product announcements, and gradually shape expectations through the 

steady insinuation of virtual assistants into daily life as they develop breadth, reliability, and relevance. Experiments in 

voice banking and chatbots will grow increasingly common, led by Bank of America’s innovative “Erica” and its marketing 

muscle. And more banks and credit unions will follow pioneers that are marketing personal finance, including Discover 

(free “credit scorecard” and FICO score), Fidelity (Retirement Score),  and USAA (VantageScore). 

 
Ultimately, digital banking will evolve from delivering status updates today to delivering truly compelling insight and 

actionable advice. For example, FIs will reframe direct deposit as more than a convenient way to deposit a paycheck. 

Instead, they’ll recommend using it to automate savings, starting with an emergency fund based on an individual’s income 

and bills. That money will be diverted into a subaccount that can be tracked with gamification visible at every login. Once 

the emergency goal is achieved, FIs can then recommend that customers continue the savings habit to achieve other goals 

such as buying a car, saving for a down payment, or investing for retirement.  

 

RECOMMENDATIONS: 

 Earn real estate on your customers’ notification tray. Mobile-first consumers will be increasingly tempted to turn to 

the notifications tray on their smartphones for important financial alerts and to-do items. This will invite more 

consumers to develop the habit of talking to Siri, Google, Erica, and USAA’s Nina to initiate simpler requests in hands-

free situations.  

 Create “view and do” experiences and design. Notifications will fall short if all they do is inform. Ideally they should 

take banking customers directly to the place in an app where they can execute a transfer, confirm a fraudulent 

transaction, cash in a reward, or take an action that otherwise might require multiple clicks. This will be essential for 

voice notifications and interactions, which will bog down and disappoint even beta-minded customers if they cannot 

PERSONALIZATION WILL EXPAND BEYOND TARGETED MARKETING 
Target date: 2020 

By Mark Schwanhausser, Director of Omnichannel Financial Services 
James Wilson, Research Specialist 
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verbally navigate to a staging area for action. From a mobile design standpoint, leverage the different approaches of 

Apple and Android user experiences. 

 Don’t cede relevance to the tech giants. FIs must counter players such as Apple, Amazon, and Google, which seek to 

aggregate, centralize, and coordinate calendar events, traffic conditions, and musical options. For FIs, success will 

hinge on exploiting financial data in ways that tech rivals cannot. That will entail delivering insight and advice that 

positions the FI as the ultimate source of actionable financial information. FIs are in a particularly strong position with 

consumers who use personal finance management at FIs, fintech players such as Credit Karma and Mint, and software 

providers like Quicken. But don’t limit your reach to self-motivated “PFM” aficionados. Broaden the appeal by 

increasing the development and marketing of personal finance features such as credit scores and fitness scores. 

Many Consumers Desire Financial Advice, Especially From Banks 

Source: Javelin Strategy & Research, 2016 

Attitudes About Personal Finance Advice  
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An inflection point is fast approaching in mobile payments. An explosion of payment options has been ignited by the 

market’s rapid growth to $180 billion — tripling in only three years. Today, dozens of providers have already introduced 

mobile wallets, including major technology providers, merchants, financial institutions, and payment networks. Javelin 

expects users will have hundreds of new wallet providers to choose from by 2018, as the development barriers continue 

to dip due to more tools being offered such as those from Visa and Mastercard. However, from 2019 to 2021, Javelin 

expects the explosion will give way to an implosion, as the number of payment providers contracts.  

 
A cull is inevitable because users are becoming increasingly confused by choice overload. Mobile purchasers must 

navigate among dozens, and soon hundreds, of providers supporting different payment types through their wallets: in 

app, in browser, or in person. By widening the lens to all mobile money movement options, including bill pay, P2P 

payments, and intrabank transfers — the full scale of user confusion comes into focus.  

 

IMPLICATION: Wallets that are not financial hubs for consumers’ lives will fall by the 
wayside. 
 
Bucking the uncertainty, users will keep coming back to the apps that are central to all their payment needs: integrated 

wallets. These wallets, which let users move money anywhere, in any way, will remain standing as the provider field 

begins to contract beginning in 2019.  

 
Providers that weather the coming mobile payments contraction will reap outsize rewards as mobile payments grow. But 

history provides numerous examples of issuers being squeezed out by more nimble nonbank providers during periods of 

contraction — as with the debit and ATM card network consolidation that began in the 1980s.1 FIs that thrive will do so by 

responding to rapidly changing user expectations.  

 

RECOMMENDATIONS: 

In addition to meeting user demand by supporting Apple Pay, Android Pay, and Samsung Pay, issuers should take the 

following steps with their branded wallets: 

 Partner for success. Masterpass and Visa Digital Commerce App are powerful tools issuers can use to rapidly deploy 

wallets. 

 Support the mobile payments triple play. Today, in-app, in-browser, and in-store payment capabilities meet baseline 

user expectations.  

 Integrate money movement and mobile wallets. Although difficult, integrating services like bill pay into a mobile 

wallet is what will set issuer wallets apart from the pack.  

A COMING MOBILE PAYMENTS IMPLOSION THREATENS ISSUER WALLETS  

Target date: 2021 
By Daniel Van Dyke, Analyst, Mobile 

1 https://www.kansascityfed.org/PUBLICAT/PSR/BksJournArticles/ATMpaper.pdf, access December 8, 2016 
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The Wallet Wheel of Consumer Confusion 

Mobile Wallets Providers, 2016   

Source: Javelin Strategy & Research, 2016 
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The growth of digital financial technologies has placed dual pressures on security systems. Emerging digital channels have 

facilitated fraud like never before, but users are growing less tolerant of added friction. Digital interactions that raise the 

customer experience bar, by streamlining previously tedious and time-consuming interactions, are being accompanied by 

progressively lower user barriers to ever riskier financial actions. For instance, FIs that wish to compete against third-party 

providers in P2P payments and mobile wallets cannot afford to impede the user experience with authentication 

interruptions. To combat this, FIs are eschewing higher-friction solutions (e.g., challenge questions and one-time 

passwords) for less conspicuous solutions (e.g., device fingerprinting and mobile location data). But while these solutions 

may provide some insights on the degree of risk during a specific activity, FIs will need to go further to create the seamless 

yet secure experience that customers expect.  

 
Ultimately, the financial services industry will move toward a system where customers’ behaviors are evaluated in real 

time throughout a banking session, while minimizing discrete authentication “events” where users must interrupt their 

activity to prove their identity. Considering the behavior of users, both within and across sessions, to identify risk will allow 

FIs to institute step-up authentication only when necessary, while tailoring features to the level of risk identified for each 

section. 

 
Beyond shifting customer expectations, the maturation of behaviometrics and passive biometrics are poised to accelerate 

the move toward continuous authentication. Behaviometrics authenticates users based on how they interact with their 

device (e.g., keystroke patterns, mouse movement, and mobile device input). Passive biometrics are biometrics that do 

not require active user input (e.g., the Nymi Band, which authenticates the user by its heartbeat). Both of these solution 

types can continuously match the user against previous sessions and enrolled profiles, providing assurance of the user’s 

identity throughout the session without interrupting the user experience. Yet while behaviometrics is finding “true 

believers” in the financial industry,1 passive biometrics remain relatively nascent.  

 

IMPLICATIONS: FIs will no longer be forced to exchange customer experience for 
security 
  
If users are continuously verified throughout and across banking sessions, FIs can have confidence in being able to discern 

the true degree of risk involved in a particular instance of money movement or a change in contact information. This 

would allow FIs to improve the user experience by not only reducing or eliminating step-up authentication, but also by 

potentially raising transfer limits or offering customers other courtesies when the degree of risk is deemed sufficiently low. 

 
In addition to optimizing the banking experience, solutions that underpin effective continuous authentication will allow 

banks to reduce instances of friendly fraud and malicious remote access. Even at its most reliable, device fingerprinting 

 CONTINUOUS AUTHENTICATION BECOMES A REALITY  

Target date: 2021 
By Al Pascual, Senior Vice President, Research Director and Head of Fraud & Security  

Kyle Marchini, Analyst, Fraud & Security 

1 http://www.infosecurity-magazine.com/news/natwest-implements-behavioral/, accessed November 29, 2016 
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provides no protection against fraud schemes that compromise the victim’s device — whether that is done in person by 

someone familiar with the victim or remotely. Many banking Trojan horses have had the ability to take over an infected 

mobile device or desktop, providing fraudsters with the ability to access the victim’s financial portal from a known good 

device. Alternatively, misuse of legitimate remote access tools, such as the ones included in Windows 10, can provide the 

same level of access. 

 

RECOMMENDATIONS: 

 Think beyond the session. Forming a robust profile of accountholders — how and when they access their accounts, 

the channels they prefer, the types of activities they undertake — can more effectively identify aberrant behavior and 

minimize security-related interruptions for good users. This would effectively require the use of machine learning to 

consider customers’ behaviors and other inputs, and subsequently respond in real time. 

 Invest in behaviometrics. Behaviometrics can provide a needed edge in identifying fraud types (e.g., familiar fraud 

and device takeover) that are likely to slip by other solutions. As behaviometrics solutions mature further, these tools 

can refine the user experience by replacing active authentication measures. 

Source: Javelin Strategy & Research, 2016 

Comparing Continuous and Traditional Authentication Flows 

High-value transaction example 
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