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Much like consumers, fraudsters find the allure of cryptocurrency to be irresistible. All of this put the 
onus of safeguarding accountholders' funds on the creators of cryptocurrency wallets, who can 
either prevent or enable fraud through their choice of authentication and fraud mitigation features. 
In this report, Javelin evaluates the customer-facing fraud mitigation features of major 
cryptocurrency wallets, comparing them against the fraud threats facing cryptocurrency investors. 

The fortunes of digital currency investors are rising - and falling - by the hour. Even at the lowest 
point of the slump following  Bitcoin's meteoric rise to $19,783, the value of Bitcoin was nearly seven 
times higher than a year earlier. By comparison, the value of the S&P 500 increased 13% over the 
same period. 

Such waves of wealth have captured consumers’ imaginations. So much so that “How to Buy 
Bitcoin?” was the second-most-asked “How to ...” question asked on Google last year. Today, 
average investors are converting their dollars to Bitcoins — along with various other types of 
cryptocurrency. And, for the most part, they may not have the knowledge or the experience to keep 
their virtual coffers safe.  

Coinbase wins best in show among 14 evaluated wallets. With a strong showing across all 
three categories, Coinbase distinguished itself with broad authentication options, robust alerts, 
and the only accountholder liability protection offering among evaluated wallets. 
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PROTECTING ACCOUNTHOULDERS EFFECTIVELY FROM FRAUD HAPPENS 
OVER THREE STAGES 

Shielding accountholders from fraud occurs over multiple stages. Prevention – ensuring that fraud 
does not happen in the first place – is arguably the most essential of these stages, since detection and 
resolution become irrelevant if fraud never occurs. With the immediate and irreversible nature of 
cryptocurrency transactions, prevention is even more important for wallet providers than for other 
financial institutions. Unfortunately, some fraud will inevitably overcome even the most well-designed 
prevention safeguards, rendering multiple layers of protection essential. Accordingly, detection 
centers around features designed to ensure that accountholders are able to discover fraud as quickly 
and easily as possible. The final stage, resolution, addresses capabilities that help victims recover from 
fraud with minimal financial loss or other types of disruption to their life. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Prevention 

With the current state of cryptocurrency wallets, prevention is the most important aspect of fraud 
mitigation and consequently accounted for 60% of total points within the scorecard. Coinbase, 
GreenAddress and Xapo distinguished themselves as leaders in prevention, with robust and flexible 
authentication and account management tools. Overall, prevention was the strongest category for 
cryptocurrency wallets, and GreenAddress in particular offered a robust array of authentication 
options for login and step-up. Coinbase and Xapo take additional steps for security accessibility with 
strong performances in the education components of the scorecard and accessible security pages. 

 

DETECTION

How it works:

Detection of fraudulent 
activity occurs through 
company monitoring 

systems, account 
monitoring, consumer 
alerts, reviewing credit 

reports, and other 
methods for identifying 

suspicious activity.

!

PREVENTION

How it works:

Stops identity fraud at the 
source, preventing 

unauthorized access to 
and use of private data. If 
identity theft has occurred, 
these methods thwart the 
criminal’s use of private 

information to obtain 
funds.

X

RESOLUTION

How it works:

After identity fraud has 
occurred, victims and the 
institutions holding their 

accounts use services and 
tools to restore their 
accounts, credit, and 

identity to its pre-fraud 
state.

Source: Javelin Strategy & Research, 2018 
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Detection 

Blockchain, Coinbase, and Xapo lead in detection. All three providers support multiple alert channels 
and customizable notifications. Notably, Blockchain and Coinbase also provide users with the ability to 
review recent login activity, enabling users to identify suspicious devices that may have been able to 
overcome authentication hurdles. 

 
Resolution 

Features designed to assist with the remediation of fraud once unauthorized activity has occurred 
represent the most significant gap between cryptocurrency wallet providers and traditional financial 
service companies. Five of the 14 wallets evaluated in the scorecard scored no points in this category. 
Blockchain and Coinbase distinguished themselves as leaders in this category, with both wallet 
providers offering the ability to suspend/deauthorize saved devices and Coinbase being the only 
wallet provider to offer liability protection against compromise of the service. Only Coinbase offered 
liability protections for users of the service. With protection against fraud being a major factor in 
consumers’ choice of payment methods, wallet providers need to provide users with pathways to 
successfully remediate fraud if they want to grow their user bases. 

2018 CRYPTOCURRENCY WALLET SAFETY LEADERS 

* Vendors in each category are listed alphabetically 
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About Javelin Strategy & Research’s Award Programs 
 
In conducting its market research, Javelin finds that certain providers rise to the top. Javelin’s awards 
recognize these leaders for their exceptional quality of product or client experience, ability to meet 
customer demand, or overall excellence. The cryptocurrency wallet safety awards are one of many offered 
by Javelin. Javelin’s other awards include Trust in Banking awards, Account Safety in Banking awards, 
Account Safety in Credit Cards awards, Identity Proofing Platform awards, Identity Protection Service 
Provider awards, Mobile Banking awards, Mobile Banking Vendor awards, and Online Banking awards. To 
learn more, visit www.javelinstrategy.com/content/javelins-awards.  
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Methodology 

Javelin selected 14 custodial and noncustodial cryptocurrency wallets that were accessible to the 
Internet; available for desktop, Android, or iOS; appeared to be actively maintained by a core group 
of developers; and intended for storage of moderate to large values of cryptocurrencies. 

Data was collected by Javelin employees who held accounts with each of the wallets. Data 
collection and quality assurance checks were conducted by separate employees using separate 
accounts with the same wallet. Data collection and quality checks occurred in January 2018. 

In the event that a criterion was not applicable for a given wallet (e.g., desktop/browser 
authentication for mobile-only wallets), that criterion was not considered in Javelin’s assessment of 
that wallet. Partial credit was awarded in the event that a wallet did not offer the full capability for 
the criterion but offered a limited version of the feature or an equivalent feature that accomplished 
a similar purpose.  

Vendors evaluated: 
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